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Figure 1: EyeMove Concept: Authenticate yourself using eye movements detected over EOG smart glasses.

ABSTRACT

Existing approaches for mobile authentication are prone to shoulder-
surfing and side-channel attacks. Using gazes for authentication
has been demonstrated to be more resistant to these attacks. Yet,
existing solutions rely on eye-tracking by the device’s front camera
that is not always reliable. In this paper, we present an approach
for EOG-based authentication by determining the gaze-based on
the electronic potential of the eyes. Our approach runs on com-
mercially available smart glasses and there is no need for the user
to look at the device. Through a user study with 15 participants,
we demonstrate the feasibility of the approach, its usability, and
its adoption by mobile device users. Even users without regular
glasses would adopt EOG-based authentication.

CCS CONCEPTS
« Security and privacy — Usability in security and privacy; «
Human-centered computing — Interaction techniques.
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1 INTRODUCTION

Authentication mechanisms for (web) services and devices are a
part of everyday life and users interact with them multiple times a
day. To defend devices against an adversary different authentication
mechanisms have been proposed and put into practice. Each of them
belongs to one or to a combination of the following categories: 1)
something you know (e.g., a password), 2) something you have (e.g.,
a token), and 3) something you are (e.g., a fingerprint) [8].

Mobile users unlock their devices several times a day. PINs, which
are knowledge-based, are used predominantly on mobile devices.
However, PINs could be observed by an adversary that is present
in the user’s vicinity, or obtained through a range of side-channel
attacks, like thermal [1] or smudge attacks [3]. PINs also are the
alternative or fall-back authentication of probabilistic schemes,
such as FacelD or fingerprints. Gaze-based authentication has been
demonstrated to be harder to observe [2, 11]. It has furthermore
been shown that levering gazes as multimodal authentication factor
is more secure compared to single-factor authentication [9, 10].

So far, the device’s front camera has been used to enable this
type of authentication [16]. Using the front camera is dependent on
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the user’s environment, light conditions, reflections of eyeglasses,
or even make-up [12]. Electrooculography (EOG) is an alternative
to track eye movements based on the electric potential [5]. It is
more robust against environmental influences, does not require
calibration, and the sensors can be easily integrated into glasses or
nose clips.

In this paper, we present EyeMove, an approach for mobile au-
thentication based on eye movements using commercially available
smart glasses. We implemented an EOG-based unlock mechanism
for mobile phones that can be either used as a standalone authen-
tication mechanism or as a part of multimodal authentication to
strengthen security. Through a user study with 15 participants,
we investigated our proposed setup and live prototype. Our study
demonstrates the feasibility and usability of our approach without
the need to rely on the front camera or a complicated eye-tracking
setup. Even if our setup is in a prototype state about half of the
participants would like to use eye movements on a daily basis.
Among those are participants that do not wear regular glasses and
would wear smart glasses to interact with the mobile device. We see
EyeMove as a first step towards using eye movements as a mobile
authentication mechanism

2 BACKGROUND AND RELATED WORK

In this section, we present related work in the scope of (multimodal)
gaze-based authentication and two-factor authentication.

To secure mobile devices from unwanted access, the devices
employ unlock mechanisms. Initially, devices were unlocked either
by entering a PIN or patterns. PINs and authentication patterns can
be obtained by an adversary by several methods. Attackers might
observe the user entering it (shoulder-surfing attack [15]), they
could check smudges on the devices screen (smudge attack [3]), or
observe traces of heat on the device’s screen (thermal attack [1]).
These attacks substantially weaken the security of PINs and au-
thentication patterns. More recently, biometrical factors, such as
the fingerprint or a faceID have become available. Those are prob-
abilistic schemes and that use PINs as fallback alternative. Thus,
they posses the same weaknesses as PINs. Since fingerprint sensors
only use partials of the fingerprint, the authentication mechanism
can be circumvent by the generation of partial fingerprints that
impersonate a large number of users [13].

Gazed-based authentication based on the device’s front-camera
has been proposed in the literature as a usable alternative [11, 14,
16]. It, furthermore, has been investigated in other domains, such as
AR or VR [7]. Studies of multimodal authentication that combines
video-based eye tracking and touch input reveal that multimodal
authentication offers an enhanced security while not putting too
much burden on the user [9, 10].

Electrooculography (EOG) is another possibility to track eye
movements [5]. It is based on the fact that our eyes are dipoles with a
constant electrical potential. The cornea acts as the positive and the
retina acts as the negative pole. The magnitude of this corneoretinal
potential (CRP) is in the range of 0.4mV to 1.0mV. If we move
our eyes the dipole and the electrical potential move as well. This
movement can be captured by using electrodes which are taped
around the eye (usually measuring the potential change left/right
for horizontal and up/down for vertical movement). This procedure
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Figure 2: Experimental setup featuring a camera for facial
recording (1), smartphone with the experiment application
(2) and a pair of JINS MEME smart glasses (3).

is called Electrooculogram. EOG does not require calibration. It is
robust against changes in the user’s environment. Thus, it even
works in the dark, or if the user’s eyes are closed. EOG sensors can
be easily integrated into regular glasses or small nose clips.

Findling et al. evaluated passwords based on gazes and gestures
using EOG [6]. Hereby, they focused on the security and possible
password space of EOG-sensed gazes with opened and closed eyes.
For their evaluation, they collected two data sets and analyzed the
EOG data offline. Building upon this work, we provide the first
prototype implementation standalone on a smartphone which can
recognize the authentication gazes in real time. We also compare
our system to PIN entry as baseline and evaluate EOG as a part of
multimodal authentication.

3 EXPERIMENTAL SETUP

In order to conduct a user study, we developed a mobile application
that allowed users to try three different authentication methods.
The experimental setup (see Figure 2) consisted of a smartphone
that ran the application and was mounted on a tripod in front of
a user. A camera capturing the persons’ face was placed behind
the smartphone. The camera was not part of the authentication
setup, we used it for capturing metrics of our experiment detailed
below. In addition to that, the users were given a pair of EOG smart
glasses that allowed detecting their eye movements. In particular,
the eye movements were recognized by using a live peak detection
algorithm applied to the vertical and horizontal EOG signal streams.

Within the study, we investigated the following three conditions:
1) PIN-based authentication (baseline), 2) EOG-based authentica-
tion, and 3) combination of EOG and PIN (PIN-EOG).

For the PIN scenario, the participants had to type a four-digit
code (Figure 3-1). After that, they were redirected to an unlocked
home screen. In the EOG scenario, the participants commenced by
pressing a "start” button. Then, they were asked to wait until the end
of a countdown that was shown in the middle of the screen on top
of a small white circle (Figure 3-2). At the end of the countdown,
the circle turned green and signaled "Look", indicating that the
user should perform the interaction which consisted of one of the
four basic eye movements: left, right, up, or down. Successful eye
movements unlocked the smartphone, while unsuccessful ones
indicated an error by briefly turning the circle red and restarted the
countdown with a slightly reduced delay. There were two reasons
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Figure 3: User interfaces of the experiment application. (1)
shows the a PIN input, and (2) shows the gaze input with a
countdown.

for introducing the delay. First, it allowed us to indicate the exact
moment at which an eye movement would be expected by the
system. Second, showing users a simple object to rest their eyes on
before performing the gaze allowed us to get a clean EOG signal
eliminating false-positive and false-negative attempts.

In a real-world scenario, such delays could be shortened sig-
nificantly or removed completely. The PIN-EOG mechanic is the
combination of the other two. It featured a PIN input screen fol-
lowed by an EOG input screen with the countdown detailed above.

4 METHODOLOGY

To evaluate our concept with end-users, we conducted a user study
with fifteen participants. To be able to control for environmental
influences and to provide the participants with an eye tracker, we
opted for a lab study. The experimental setup was set as explained
above. Within our study, we investigated the three conditions PIN
(baseline), EOG, and PIN-EOG as detailed above. Each participant
interacted with all three conditions in a counter-balanced order
based given by a Latin Square.

We used the camera behind the smartphone to review the inter-
action after the study. Figure 2 depicts the experimental setup. We
assessed the subjective usability of each condition by the System
Usability Scale [4] and gathered qualitative data via a questionnaire.

4.1 Study Procedure

The procedure of our study was as follows:

4.1.1  Informed Consent and Setup. We commenced by explaining
the consent form and the data protection policy of the study. The
participants were asked to read and sign both. We proceeded by
explaining the scenario which is the unlocking of a mobile device,
and the setup to the participant. Then, we provided them with
smart glasses and a smartphone. To ensure that each participant
received identical information, we provided them with information
cards about each authentication mechanism.

4.1.2  Interaction and Questionnaires. Each participant interacted
with all three conditions. Each condition had an individual informa-
tion card with a description of the authentication mechanism and
the tasks that the participants should fulfill with them. The card
either contained a set of eye movement directions or the PIN that
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the participant was supposed to enter. Once, a participant reported
completion they were given a questionnaire with four questions
about the mechanism that they just used and the System Usabil-
ity Scale questionnaire [4]. This procedure was repeated until the
participant had interacted with all conditions.

4.1.3  Final Questionnaire. After interacting with all conditions,
the participants received a final questionnaire which also included
demographics. In this questionnaire, we asked the participants
questions that compare the different mechanisms. Finally, the par-
ticipants could ask questions about the study.

4.2 Participants and Recruitment

We recruited 15 participants at our institution by word-of-mouth,
snowball sampling, and forums. We did not compensate the par-
ticipants for participating in our study. Seven of them identified
as female and eight as male. They were on average 27.5 years old
(SD = 3.7, Min = 24, Max = 36) and all of them reported daily
usage of mobile devices. Nine of them reported wearing regular
glasses and five of them reported having experience with using
smart glasses. Two thirds of the participants stated to use their fin-
gerprint as primary authentication mechanism, three used FaceID,
and two used PINs. One study session was on average 16.25 minutes
long (Min = 9.6, Max = 22.3).

5 RESULTS

In this section, we present the results of our experiment.

5.1 Effectiveness

Considering effectiveness, all participants could perform all of the
presented unlock procedures. For one participant, up and down
movements could not be recognized by our system. They reported
having had an eye surgery in which something got implanted in
their eye. Thus, we concluded that this might have been the rea-
son that this participant’s up and down movements could not be
recognized. There were on average two failed attempts over all
participants. We observed these in the first condition.

5.2 Subjective Usability

Considering subjective usability, PIN-EOG received an average SUS
score of 61 (SD = 18.8, Min = 22.5, Max = 92.5), EOG received
on average 70 points (SD = 13.6, Min = 45, Max = 90), and
PINs received 82 (SD = 13.1, Min = 65, Max = 100). The SUS
scores are depicted by Figure 4A. We analyzed these ratings with
a non-parametric Friedman test and found significant differences
(x? = 9.59, p = .008). Then, we calculated pairwise comparisons
which were Bonferoni-corrected. They reveal significant differences
between PIN and PIN-EOG (p < .001).

5.3 Questionnaires

Within our experiment, we also gathered further feedback via ques-
tionnaires. Hereby, we aimed to gain insights on understandability,
the participants’ favorite schemes, their adoption of the presented
setup, and usage contexts.
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Figure 4: SUS scores (A) and answer distributions regarding the usage contexts (B). The asterisk (*) indicates a statistically

significant difference.

To capture understandability, we asked the participants whether
they consider the unlock mechanism as easy-to-understand. An-
swers could be given on a 5-point Likert scale. PINs were perceived
as easiest to understand and received a mean value of 4.8. EOG
was rated with 4.5, and PIN-EOG was rated 3.8. We analyzed these
ratings with a non-parametric Friedman test and found significant
differences (y? = 12.4, p = .002). Pairwise comparisons with Bon-
ferroni correction reveal significant differences between PIN and
gaze (p = .008), as well as between PIN and PIN-EOG (p < .001).

In the final questionnaire, we asked the participants which of the
presented schemes they liked most. Two third of the participants
favoured EOG. When asked to explain their answer, the participants
named ease of use and the duration of the unlocking as main reasons
for favoring gaze. Half of those (N = 5) would use EOG even if
they do not wear regular glasses. Three participants (20%) favored
the PIN based on being familiar with it and the concern that gazes
might fail. Finally, two participants favored PIN-EOG.

We furthermore asked the participants if they would use one of
the present mechanisms in real life. half of the participants stated
that they would like to use EOG or PIN-EOG within the current
setup. Three participants (20%) stated that they do not wish to use
any of the presented unlock mechanisms because they like the
unlock mechanisms that they currently use, such as fingerprints.
Five participants (33%) would stick to using PINs. Four participants
(26%) stated that they would like to use EOG again based on ease
of use. Three participants (20%) would like to use PIN-EOG based
on ease of use and security.

In the questionnaire between the conditions, we asked the par-
ticipants about usage contexts of the presented unlock mechanisms.
In particular, we asked where the participants would like to use the
presented unlock mechanisms. This was a multiple choice answer
with "in public”, "at home", "at work", and "nowhere" as possible
answers. The distribution of answers is given by Figure 4B.

The main reason for using PIN-EOG in public was the perception
of additional security. Reasons for not using EOG outside of the
home were a perceived discomfort since bystanders might misin-
terpret the gazes. Participants also considered the extra effort that
is introduced by using PIN-EOG.

6 DISCUSSION AND LIMITATIONS

In this paper, we demonstrate the feasibility of EOG-based authen-
tication on mobile devices using commercial smart glasses. We
also conducted a first user study which supports the usability of
EOG-based authentication.
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All participants could perform the gazed-based unlock proce-
dures. This shows that the unlock mechanisms based on that do
not suffer from effectiveness issues. In our study, we could not find
significant differences in terms of subjective usability and under-
standability between PIN and EOG. This indicates that using EOG
on smart glasses can be a viable alternative to PINs. Furthermore,
participants are not required to look at the device’s screen for per-
forming the unlock procedure and the gazes could be recognized
with closed eyes which enhances shoulder-surfing resistance [6].
EOG-based authentication at its current state requires smart glasses
or a nose clip. Even if this extra hardware is required participants
in our user study that do not wear regular glasses would like to use
the prototype. Since EOG sensors are becoming smaller they could
be integrated into glasses or head-mounted displays for virtual or
augmented reality to enable EOG-based authentication.

When comparing the combination of PIN and PIN-EOG, we
found significant differences in terms of subjective usability and
understandability. This could be explained by the extension of
the PIN mechanism which results in a more effortful setup. On
the other hand, from a security perspective, PIN-EOG is the most
secure from the three investigated conditions [9]. Within the scope
of authentication, there frequently is a trade-off between security
and usability. While we investigated mobile authentication as a
scenario, there might be other scenarios in which users are willing
to spend the extra effort for the sake of security.

For the sake of our experiment, we needed to introduce a delay
of four seconds in the gaze recognition. Therefore, we deliberately
did not assess the execution time of the conditions. Performing one
unlock with EOG took on average 10 seconds. This includes the
delay of 4 seconds that is triggered by pressing the start button
and the delay following the failed authentication attempts. Failed
authentication attempts, however, decrease over time [9, 10] and we
also observed this in our study. Assuming more complex gestures, a
realistic unlock time of an improved prototype is likely to be around
3-4 seconds. Still, this has to be confirmed by future investigations.
The authentication process was triggered by a button. However,
using smart glasses enables authentication procedures without
looking at the device’s screen. Therefore, designing and evaluating
different methods for triggering the authentication procedure form
an important task for future work. These tasks could be pressing
the power button, or lifting the device.
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7 CONCLUSION

Common approaches for mobile authentication are either prone to
different observation attacks or can be circumvented by exploiting
fall-back mechanisms. Adding eye movements as a second factor
has been demonstrated to be more robust against such attacks. In
this paper, we presented an approach and functional prototype that
enables EOG authentication in real time on commercially available
smart glasses. All of the fifteen participants in our user study could
successfully perform EOG-based authentication and half of them
would even like to use our setup even if it is in a prototype state.
This include participants that do not wear regular glasses.
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